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SPRINGFIELD – The Illinois State Police (ISP) is warning the public of a phone scam. 
Over the past two days, ISP has received several phone calls from individuals reporting 
a person claiming to be an ISP investigator telling them their identity has been stolen. 
This is a scam.

ISP special agents will not make cold calls requesting personal or financial information, 
or ask you to confirm personal or financial information.

If you receive a phone call from someone claiming to be an ISP investigator, ask for the 
caller’s name, badge number, and phone number, and then hang up. Never provide or 
confirm personal or financial information over the phone to an unknown called.

You can verify if a caller is an ISP special agent by contacting one of the seven 
investigative regions throughout the state, which can be found on the .ISP website

https://u9131247.ct.sendgrid.net/ls/click?upn=u001.mm5o-2B9JKEoT1xZ1HCEUlVyPXz562CVnuXnmOlYo6-2FzaLmA8-2F4xionpvUAwlHXv-2BtIdYOLIt4hMDGRbgWQmOLAA-3D-3DWICg_BWDumb95ksvh8KWQJPtiPG4R63FVTFEtaN46U19wJobawFQ5ZvlcFn-2BSLMvAG19uSvE2gYktIFLvfPdyy1nPb07IIzzG6ZWneDKqTs8Y-2Frc7fOMwDRcu4e2JSuDEjf856xsJSfLqjeTK8Gw4jn32BeZNyxro8J2N1bnSH0AmbqjLIeuoqJvr5lKrd866WE4aZwPdc0G8YBdQY5GWGwZGnySKorcxVWgy5CWiy8Pz-2BUGufmlo8tp2Nen-2FWtfYHC4hWYu0yxMBEgtsU5X9Ri0aERhjhgZxL9z2wZwD0mN9wQLfSLL1JEM-2BfZ2gPId-2FC7MM3L7Mz6VlIbjDGxtGtTb-2FtxASieHkVNnNcJn05AMRSikGuuOfxH0ysPqXgEYM9p-2F0UELTHWIm2otqVt3UjnUbK5tBkTdzibZPQ97MtpgdjE0KP2-2F5g7R6E6A6JEw24wzbCPGKOaS-2BVxvSDnAFI2SFtQ-3D-3D&utm_source=riverbender&utm_medium=article_link


If you have provided personal or financial information to a caller, or think someone may 
have stolen your identifying information, ISP recommends contacting each of the three 
credit bureaus to put a free security freeze on your credit. This will prevent someone 
from opening credit in your name.

https://www.equifax.com/personal/credit-report-services/credit-freeze/
https://www.experian.com/freeze/center.html
https://www.transunion.com/credit-freeze

You can also call the Illinois Attorney General's Identity Theft Hotline at 1-866-999-
5630 (7-1-1 relay service). ? You will be assigned a Consumer Advocate to guide you 
through the recovery process.

https://u9131247.ct.sendgrid.net/ls/click?upn=u001.mm5o-2B9JKEoT1xZ1HCEUlV7f-2F6o8Fc09dW6ZcOMnC4AcGAhfcfMhP3E5BrT-2Bhqq80VrAetvDVKccHQTq7TQMlPOi-2FHEPtuaGDPLms5wn-2FGcA-3DUOd9_BWDumb95ksvh8KWQJPtiPG4R63FVTFEtaN46U19wJobawFQ5ZvlcFn-2BSLMvAG19uSvE2gYktIFLvfPdyy1nPb07IIzzG6ZWneDKqTs8Y-2Frc7fOMwDRcu4e2JSuDEjf856xsJSfLqjeTK8Gw4jn32BeZNyxro8J2N1bnSH0AmbqjLIeuoqJvr5lKrd866WE4aZwPdc0G8YBdQY5GWGwZGnySKorcxVWgy5CWiy8Pz-2BUGufmlo8tp2Nen-2FWtfYHC4hWYu0yxMBEgtsU5X9Ri0aERhjhgZxL9z2wZwD0mN9wQJj4v6Gubu4w-2Bs4bLvZFbY2O-2BgQKfeG5Kx7Tlx7wPJiAlKgSCWlUYxG62VjdkpYNzEj9N0-2BoFeEAJZDhXahaD4cxYgFtDcw8quMqEyqaTAztD20pbow5czSUsbM7UUiHQFKDQFFEFbhTfa8UCgKt8Cb950l9EMpC57PMr5qJgoFcQ-3D-3D&utm_source=riverbender&utm_medium=article_link
https://u9131247.ct.sendgrid.net/ls/click?upn=u001.mm5o-2B9JKEoT1xZ1HCEUlV11XFon19wTkYMXrk8rYVyu8QjJgsnwirGdzIm7xUALr1q1dUWDvuUaRkUQ2mhIvOQ-3D-3DE2Ke_BWDumb95ksvh8KWQJPtiPG4R63FVTFEtaN46U19wJobawFQ5ZvlcFn-2BSLMvAG19uSvE2gYktIFLvfPdyy1nPb07IIzzG6ZWneDKqTs8Y-2Frc7fOMwDRcu4e2JSuDEjf856xsJSfLqjeTK8Gw4jn32BeZNyxro8J2N1bnSH0AmbqjLIeuoqJvr5lKrd866WE4aZwPdc0G8YBdQY5GWGwZGnySKorcxVWgy5CWiy8Pz-2BUGufmlo8tp2Nen-2FWtfYHC4hWYu0yxMBEgtsU5X9Ri0aERhjhgZxL9z2wZwD0mN9wQI-2BYs2woGty3VkxCJft8heytseQjXhlh-2FVJp606uzeNtVj01RYuMTzBbvzgw2DqeK5AG3eHzF10Vgehnhgsb5YhI1SedzGF-2FAizWnKYQdZ5AcmqQyLHQYYM1Pux39cFoNCSknWUWhMwQsb1Xmj4DFPE3KNtxUhEDsJDOfO-2BXdcnzA-3D-3D&utm_source=riverbender&utm_medium=article_link
https://u9131247.ct.sendgrid.net/ls/click?upn=u001.mm5o-2B9JKEoT1xZ1HCEUlV7ak9xnYrDgEplO3IUGRpOfkIgvRltOG5sZkFEcJYrLXPMaWKIcRAW2dKw24l3X7MQ-3D-3DH9yT_BWDumb95ksvh8KWQJPtiPG4R63FVTFEtaN46U19wJobawFQ5ZvlcFn-2BSLMvAG19uSvE2gYktIFLvfPdyy1nPb07IIzzG6ZWneDKqTs8Y-2Frc7fOMwDRcu4e2JSuDEjf856xsJSfLqjeTK8Gw4jn32BeZNyxro8J2N1bnSH0AmbqjLIeuoqJvr5lKrd866WE4aZwPdc0G8YBdQY5GWGwZGnySKorcxVWgy5CWiy8Pz-2BUGufmlo8tp2Nen-2FWtfYHC4hWYu0yxMBEgtsU5X9Ri0aERhjhgZxL9z2wZwD0mN9wQLqNZS2njHjAYyX-2BdhlfUITRBBYv8SAr1PiKwmP84NGshlsCjEzg1pmrV0Dwv6vqWBrJKjXiK8wwVvGO34X56dPQeewFBcH1ExY3jbN3SPJH3oY5w7uJNyZb2YVBbkqfqil8q6CuPFc7NU92f0Q2n9D-2BUoLIgx5a2xUa34mNAuksw-3D-3D&utm_source=riverbender&utm_medium=article_link

